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Abstract

Cold start latency remains a critical challenge in serverless computing, significantly affecting application
responsiveness. Function snapshotting has become the de facto technique to mitigate cold starts. How-
ever, snapshots are typically large, encompassing disk and memory state, and thus impose substantial
overhead in terms of storage and distribution. These challenges necessitate efficient mechanisms for
caching and orchestration of snapshots, to ensure scalability and elasticity.

This work presents a snapshot orchestration system for serverless clusters, designed to enable
efficient sharing, restoration, and management of snapshots. Main contributions include the integration
of remote storage for centralized snapshot management, and a local caching mechanism on worker
nodes paired with a snapshot-aware scheduler to mitigate snapshot retrieval latency. The system is built
on top of the vHive platform, leveraging Knative for serverless orchestration, Firecracker microVMs for
lightweight virtualization, and containerd as the container runtime. It integrates stargz, a containerd
remote snapshotter, to enable lazy loading of container images.

Experimental evaluation shows that remote snapshot orchestration reduces cold start latency by
about 70% compared to a baseline without snapshots, lowering average initialization time from 2507 ms
to 757 ms. Around 73% of this latency comes from fetching, highlighting the need for caching. Overall,
combining remote snapshot orchestration with caching and intelligent scheduling effectively reduces
cold start overhead while improving resource efficiency and scalability in serverless environments. This

work is being integrated into vHive, an open-source project for serverless systems research.
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Resumo

A laténcia de cold start permanece um desafio critico na computagao serverless, afetando a capacidade
de resposta e a experiéncia do utilizador. A criagdo de snapshots de fungbes é a técnica de facto
para mitigar esse problema. Contudo, estas snapshots frequentemente contém grandes volumes de
dados em disco e memoria, resultando em tamanhos que dificultam o armazenamento e a distribuigao.
Tais desafios exigem mecanismos eficientes de caching e orquestracao que reduzam a sobrecarga e
garantam escalabilidade.

Este trabalho apresenta um sistema de orquestracdo de snapshots para clusters serverless dis-
tribuidos, concebido para enfrentar esses desafios através da partilha, restauracao e gestao eficientes
de function snapshots. As principais contribuicdes incluem a integracao de armazenamento remoto
para gestao centralizada de snapshots e um mecanismo de caching local nos noés, aliado a um sched-
uler otimizado que reduz a laténcia de recuperagao. Construido sobre a plataforma vHive, o sistema
utiliza Firecracker microVMs e containerd como tecnologias de virtualizacao lightweight, propondo um
containerd snapshotter remoto para suportar o lazy loading eficiente de imagens.

A avaliagao experimental demonstra que a orquestragao remota reduz a laténcia de cold start em
cerca de 70%, baixando o tempo médio de 2507 ms para 757 ms. Aproximadamente 73% desta
laténcia deve-se a transferéncia de dados, destacando a importancia do caching. A combinacdo de
orquestragao remota, caching local e agendamento inteligente melhora significativamente a eficiéncia
e escalabilidade em ambientes serverless. Este trabalho esta a ser integrado no vHive, um projeto

open-source para investigacao em sistemas serverless.

Palavras Chave

Computacao Serverless; Laténcia de Cold Start; Orquestracao de Snapshots; MicroVMs.
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Serverless computing [4] has revolutionized the way applications are deployed and scaled, offering
flexibility and cost efficiency by allowing developers to execute code without managing the underlying
infrastructure. Function-as-a-Service (FaaS) is a core component of serverless computing, enabling
developers to build and deploy individual functions that automatically scale in response to demand.
Several cloud providers offer FaaS [5-9] as an interface for usage-based, stateless (serverless) backend

services.

1.1 Motivation

Despite the advantages, prior work [10—12] noted that one significant challenge in serverless envi-

ronments is the latency caused by cold starts, which occur when a function is invoked without any



pre-existing execution environment. This results in considerable delays as the system initializes the
necessary resources, such as loading the function’s code and initializing runtime environments.

Addressing the issue of cold starts is crucial for the performance and user experience of serverless
applications, which are increasingly being adopted for a wide range of purposes, from web services to
data processing. Reducing cold start latency can significantly enhance the responsiveness and scala-
bility of these applications, leading to improved user satisfaction and more efficient resource utilization.

One solution to mitigate cold starts is function snapshotting [12—17], also known as Checkpoint/Restore
(C/R), which involves saving and reusing the state of function execution environments. However, snap-
shots are typically large, encompassing disk and memory state, making their management and efficient
distribution complex and resource-intensive.

The challenge of reducing cold start latency is inherently difficult due to the unpredictability of func-
tion invocations and the complexity of managing large snapshots. Naive approaches, such as keeping
all functions in a warm state, fail due to their impracticality in a scalable environment. They lead to exces-
sive resource consumption and increased operational costs, undermining the cost-efficiency that makes
serverless computing attractive. Furthermore, managing and distributing snapshots across a distributed
system involves significant overhead, including data storage, transfer, and synchronization, all of which
must be carefully balanced to avoid introducing new performance bottlenecks.

Prior work has often focused on fixed keep-alive strategies [10, 18] or pre-warming methods [10, 11]
that do not adequately account for the diverse and dynamic nature of serverless workloads. Moreover,
snapshot-based techniques [12,13,15,19-21] have demonstrated potential in reducing cold start latency
but face significant challenges, including large snapshot sizes, data duplication, and the overhead of

efficient distribution in distributed environments.

1.2 Goals and Proposed Solution

This work proposes enhanced platform support for function snapshots, enabling their efficient sharing
across nodes in a distributed serverless environment. At its foundation, the approach leverages cen-
tralized remote storage to optimize accessibility and coordination. Additionally, local caching is used to
mitigate fetching delays, ensuring faster access to frequently used snapshot data. This is complemented
by a snapshot-aware scheduler that enhances efficiency by redirecting requests to worker nodes with
the required snapshot already cached locally.

In sum, the main goals of this work are the following:

* Remote snapshot storage and sharing: Enable centralized management and distribution of

snapshots to improve accessibility and coordination across the cluster;



» Local caching: Reduce repeated snapshot transmissions by maintaining cached copies on worker

nodes, minimizing network overhead and improving performance;

» Snapshot-aware scheduling: Implement a scheduling policy that prioritizes nodes with cached

snapshots to further reduce cold start latency.

By combining these techniques, the approach not only minimizes resource overhead but also en-
sures scalability and responsiveness across distributed systems.

Built upon the vHive' platform (described in Section 2.3), the proposed approach leverages Fire-
cracker microVMSs [22] in conjunction with containerd [2] containers. This combination provides lightweight
virtualization and efficient container runtime management (see Section 2.2 for more details). To further
enhance container startup performance, the solution integrates a remote containerd snapshotter, such

as Stargz [23], which supports lazy pulling to enable rapid on-demand loading of container data.

1.3 Contributions

In summary, the main contributions are:

» Design a snapshot orchestration system that enables sharing and restoration of snapshots across

cluster nodes in a distributed serverless environment;

« Employ a local caching mechanism on each worker node, complemented by a snapshot-aware
scheduler that redirects requests to nodes with locally cached snapshots to mitigate fetching la-

tency;

» Implementation and integration of the proposed system into vHive [12], a state-of-the-art open-
source serverless research platform. The implementation leverages modern virtualization tech-

nologies such as Firecracker and containerd.

« Conduct a comprehensive evaluation to demonstrate the effectiveness of the proposed system
in reducing cold start times and improving resource efficiency, while analyzing its limitations in

dynamic and large-scale workloads.

1.4 Organization of the Document

This thesis is organized as follows: Chapter 2 provides the necessary background on serverless comput-
ing, function snapshotting, and virtualization technologies. Chapter 3 reviews prior research and state-

of-the-art systems for mitigating cold start latency, highlighting their limitations. Chapter 4 presents the

1This work was done in close collaboration with Prof. Dmitrii Ustiugov and his team from Nanyang Technological University
(NTU) Singapore, who currently leads the vHive project.



proposed solution, detailing the architecture and design of the snapshot orchestration system. Chap-
ter 5 describes the implementation of the system. Chapter 6 presents an evaluation of the solution’s
effectiveness, supported by detailed experimental results. Finally, Chapter 7 concludes the document

by summarizing the contributions and outlining directions for future work.
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This chapter provides an overview of key concepts and technologies relevant to the proposed solu-

tion, including serverless computing, virtualization techniques, and the vHive platform.

2.1 Serverless Computing

Serverless computing [4] is an increasingly popular cloud computing model for developing and deploy-
ing online services, offering flexibility and cost efficiency by allowing developers to execute code without
managing underlying infrastructure. FaaS is a core component of serverless computing, enabling devel-
opers to build and deploy applications, in which the functionality is divided into one or more stateless,
event-driven functions executed and managed by the provider. All major cloud providers support server-

less deployments, including Amazon Lambda [5], Azure Functions [6], and Google Cloud Functions [7].



On Premises laaS PaaS FaaS

| Function | | Function | | Function | | Function

| Application | | Application | | Application | Application
| Runtime | | Runtime | Runtime Runtime

| Middleware | | Middleware | Middleware Middleware
. os | | os | 0s 0s

Virtualization Virtualization Virtualization Virtualization

Networking Networking Networking Networking

Hardware Hardware Hardware Hardware

Provider managed (O User managed

Figure 2.1: Cloud computing models and the division of management responsibilities. The figure compares On-
Premises, laaS, PaaS, and FaasS in terms of which layers are managed by the provider (orange) versus
the user (blue). As abstraction increases from left to right, more infrastructure and platform responsibil-
ities are shifted to the cloud provider, culminating in FaaS, where only the function logic is managed by
the user.

Figure 2.1 illustrates the different levels of abstraction across cloud computing models, from on-
premises deployments to Infrastructure-as-a-Service (laaS), Platform-as-a-Service (PaaS), and finally
FaaS. The trend shows an increasing shift of responsibilities from the user to the provider. In tradi-
tional on-premises setups, the user manages all layers, including hardware, networking, and operating
systems. With laaS (e.g., Amazon EC2 [24], Google Compute Engine [25]), providers manage physical
infrastructure, while users handle the operating system and above. PaaS (e.g., Google App Engine [26],
Heroku [27]) further abstracts runtime and middleware, allowing developers to focus on application logic.
At the highest level, FaaS (e.g., AWS Lambda [5], Azure Functions [6], Cloudflare Workers [9]) pushes
almost all responsibilities—hardware, OS, middleware, runtime, and even parts of application manage-

ment—to the provider, leaving the user responsible only for the function code.

This progression offers several advantages: it reduces operational complexity for developers, short-
ens time-to-market by eliminating infrastructure management, and improves scalability and elasticity
since providers can automatically allocate resources. Additionally, it enables cost efficiency through

fine-grained billing models, as users only pay for the execution time of functions rather than provisioning
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Figure 2.2: Typical FaaS platform architecture, highlighting key components: the frontend layer (entry points to the
platform) and the internal platform, consisting of a controller, storage, and multiple nodes.

and maintaining servers.

2.1.1 Function-as-a-Service Architecture

The architecture of FaaS platforms revolves around the independent and event-driven execution of state-
less functions. Developers deploy functions by registering them with the platform, specifying parameters
such as trigger events and data bindings. These functions are typically grouped into applications, which
serve as the primary units for resource allocation and scaling.

A typical FaaS system, illustrated in Figure 2.2, consists of several key components distributed across
two main layers: the frontend layer and the internal layer. The frontend layer includes the system’s
entry points, such as the User Interface (Ul), Application Program Interface (API) gateway, and cloud
event sources, all of which interact with the controller located within the internal layer. The controller
manages an event queue and includes a scheduler that consumes from the queue, directing incoming
function requests to the appropriate nodes. Additionally, the controller functions as a scale controller and
communicates with storage systems to manage function states and other necessary data. Each node
is equipped with an execution engine responsible for running function instances within workers, with
each worker isolated from others. These workers may represent Virtual Machines (VMs), containers, or
processes that execute the code.

Each node hosts one or more application instances, which are isolated from one another using
virtualization techniques, such as VMs or containers (see Section 2.2). This structure enables FaaS
platforms to provide simple configuration with minimal user tuning. Additionally, the desigh emphasizes
flexibility, supporting a wide range of use case, including API services, data processing, machine learn-

ing, and more.



2.1.2 Instance Orchestration

Scalability is a critical aspect of serverless computing, as it ensures that applications can efficiently
handle varying workloads. In serverless systems, scalability is achieved through dynamic resource

allocation, allowing the platform to automatically scale up or down based on demand.

Kubernetes

Kubernetes [28] is widely adopted as the orchestration layer in modern serverless environments. It man-
ages clusters of machines and orchestrates containerized workloads, dynamically scaling resources in
response to workload changes. At the core of Kubernetes’ container management is containerd [2] (dis-
cussed further in Section 2.2.2), a container runtime responsible for pulling container images, creating
and starting containers, and supervising their execution.

In Kubernetes, the smallest deployable unit is a pod, which encapsulates one or more containers that
share storage, networking, and a specification for how to run the containers. Pods are ephemeral by
design and are managed by higher-level abstractions such as Deployments, which control replication,
updates, and autoscaling.

A central component of Kubernetes’ orchestration capabilities is the Kubernetes scheduler [29],
which determines where new pods should run in the cluster. The scheduler performs this task by first
filtering out nodes that do not meet the pod’s basic requirements, such as insufficient resources, mis-
matched node selectors, taints, or affinity rules. Once a set of viable nodes is identified, the scheduler
scores them based on various heuristics, such as resource availability, workload distribution, and cus-
tom priorities. Finally, the scheduler binds the pod to the most suitable node by updating the Kubernetes

control plane, which then triggers container creation and execution on the selected node.

Knative

Knative [30] is a Kubernetes-based platform designed to bring serverless capabilities to containerized
environments. In Knative, serverless functions are deployed as pods and are typically managed through
Knative Services, which abstract the complexity of configuration, autoscaling, and traffic routing. This
allows developers to deploy stateless functions that scale seamlessly based on demand.

Knative enhances scalability by providing automatic, traffic-driven autoscaling. When a function
experiences a high volume of incoming requests, Knative increases the number of active pod instances
to handle the load. Conversely, when demand drops, it scales down the pods, including the ability
to scale to zero, thereby conserving resources and reducing operational costs. This dynamic scaling

ensures efficient resource utilization while maintaining performance, even under highly variable or bursty
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Figure 2.3: Knative Serving architecture and its core components. Source: Official Knative documentation [1].

workloads.

Figure 2.3 illustrates the architecture of Knative Serving and its key components:

+ Activator: Handles requests when a service is scaled to zero, buffering them while the autoscaler

provisions instances. It can also act as a request buffer during traffic bursts.

+ Autoscaler: Scales Knative services up or down based on incoming traffic, resource usage, and

configuration.

» Controller: Manages Knative resources, ensuring their desired state by handling lifecycle events

and updates.

* Queue-Proxy: A sidecar container that enforces concurrency limits, collects metrics, and queues

requests when necessary.

Together, Knative and Kubernetes provide a robust infrastructure for scaling serverless applications,
allowing developers to focus on writing code while the platform automatically handles scaling and re-

source management.



2.1.3 The Cold Start Problem

Recent studies have focused on characterizing FaaS workloads, revealing key insights into the nature of
serverless functions. For instance, Serverless in the Wild [10] provides a detailed analysis of real-world
serverless workloads. It highlights that serverless functions are typically short-lived, averaging 670ms
in duration, with 90% executing in less than 10 seconds. These functions are also invoked infrequently,
with 80% being triggered less than once per minute. Additionally, the study shows that most functions
consume small memory footprints, with over 90% using less than 300MB of virtual memory.

Similarly, ORION and the Three Rights [11] delves into the characteristics and optimization of server-
less workloads, emphasizing the importance of efficient resource management. ORION’s findings in-
dicate that serverless functions are typically invoked less frequently than once per minute, with the
majority being invoked at least once per week. Moreover, the study highlights a heavily skewed invo-
cation pattern, where the top five most frequent Directed Acyclic Graphs (DAGs) account for 46% of all
invocations. These frequently invoked DAGs benefit from optimized execution, resulting in significant
cost savings. However, the study also reveals that 80% of DAGs are invoked fewer than 100 times per
day, leading to a high percentage of cold starts. In contrast, DAGs with invocation frequencies of 100 or
more times per day experience a much lower median cold start percentage of 0.35%.

A major challenge in serverless deployments is the memory occupation by idle function instances. To
prevent inefficient memory use, providers typically limit the lifetime of function instances to 8-20 minutes
after their last invocation [31]. This deallocation strategy, driven by the sporadic nature of function
invocations, often leads to cold start delays, where the first invocation after a period of inactivity incurs
significant start-up latency. Over the past few years, reducing cold start latencies has become a central

problem in serverless computing and a key performance metric for evaluating serverless providers.

Cold start mitigation techniques

To reduce cold-start delays, researchers have proposed various techniques:

Runtime Recycling [10, 18,32] In runtime recycling, also known as keep-alive technique, the func-
tion runtime is kept warm and ready for reuse after a function completes execution. This approach
minimizes the need for repeated initialization. However, the downside is that keeping runtimes warm
consumes memory and other resources, which can lead to higher operational costs and inefficient re-

source utilization, especially if the functions are invoked infrequently.

Pre-warming [10,11] Pre-warming involves initializing and keeping a pool of function instances ready

to handle incoming requests. By pre-warming, the system can reduce or eliminate cold-start latency
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since the instances are already running and prepared to process requests. However, this method re-
quires additional resource allocation and management, leading to higher operational costs and potential
wastage of resources if the pre-warmed instances are not utilized effectively. Moreover, pre-warming
is only beneficial for functions with predictable invocation patterns; new or highly irregular functions are

difficult to anticipate and thus cannot easily leverage this technique.

Forking (Zygote) [33, 34] This technique involves forking an existing, running function instance to
handle new incoming requests. By forking a hot runtime, the system can bypass the initialization phase,
thereby reducing cold-start delays. The main disadvantage of forking a hot runtime is the potential for
resource contention and increased complexity in managing multiple forked instances, which can lead to

performance degradation and unpredictable behavior under heavy load.

Co-locating [35—-39] Co-locating functions involves running multiple functions within the same runtime
environment, as mentioned in the paragraph about memory isolates in Section 2.2. This approach
leverages shared resources to reduce initialization overhead. The downside is the increased risk of
interference and security issues, as multiple functions running in the same environment can affect each

other’s performance and potentially expose vulnerabilities.

Snapshotting [12,13,15,19-21,40] Snapshotting, or C/R, captures the state of a VM, including the
Virtual Machine Monitor (VIMM) and memory contents, storing this as files on disk. The host orchestra-
tor can then quickly create a new function instance from these snapshots, ready to process incoming
requests without high cold-start latency. As illustrated in Figure 2.4, the first execution involves snapshot
creation, while subsequent executions can directly load and run the snapshot. Snapshots can reside
in local storage (e.g., Solid-State Drive (SSD)) or be fetched from remote sources, providing flexibility
in performance and resource usage. However, snapshotting introduces overhead in terms of storage
capacity, potential duplication, and latency when fetching snapshots from remote locations. Another
challenge lies in determining the optimal moment to take a snapshot [14,41], as capturing too early or
too late can affect performance.

This document focuses on snapshotting, as it provides a robust solution for reducing cold-start delays

without requiring active memory allocation during function inactivity periods.

2.2 Virtualization for Serverless Platforms

Virtualization plays a critical role in serverless platforms by ensuring isolation, security, and effi-

cient resource management across different workloads. Traditional solutions like VMs provide strong
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Figure 2.4: Snapshot orchestration in serverless platforms. The first execution captures the VM’s memory, disk,
and hardware state into a snapshot. Future invocations can bypass the full initialization by loading the
saved snapshot, significantly reducing cold-start time.

isolation and enhanced security by running a full Operating System (OS) for each instance, but their
heavyweight nature and long boot times make them less suited for the dynamic, elasticity demands of
serverless architectures. Containers, in contrast, offer better performance and resource efficiency due
to their lightweight nature, as they don’t include a full OS; however, they share the host OS, leading to a
wider attack surface and reduced security compared to VMs. To address the need for both performance
and security in serverless environments, lightweight isolation solutions such as microVMs [22], uniker-
nels [42], container sandboxes [43], and other virtualization technologies [38, 39, 44—46] have emerged.
Figure 2.5 illustrates the architectural differences and layers of abstraction among some of these tech-

niques.

Virtual Machines As discussed earlier, traditional VMs provide strong isolation and security guaran-
tees by running a complete OS for each instance. This makes them well-suited for multi-tenant envi-
ronments where isolation is critical. However, their heavyweight nature results in significant overhead,
including large memory footprints and long boot times, which are less compatible with the elasticity and

rapid scaling requirements of serverless workloads.

Containers Containers, also mentioned above, take a different approach by sharing the host OS kernel

while isolating processes through namespaces and control groups. This design enables fast startup
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Figure 2.5: Comparison of virtualization techniques for lightweight isolation in serverless environments, including
VMs, containers, microVMs, unikernels, container and memory sandboxes.

times and efficient resource usage, making containers a popular choice for microservices and cloud-
native applications. Nonetheless, because they lack hardware-level isolation and share the host kernel,
containers present a larger attack surface and weaker security guarantees compared to VMs. For more

details on container management and runtime, see Section 2.2.2.

MicroVMs MicroVMs are lightweight virtualization solutions designed to deliver strong isolation with
minimal resource overhead and fast startup times, making them ideal for serverless environments. They
provide essential features such as hardware-level isolation, basic I/O virtualization (e.g., network and
block devices), fast boot times, and a small memory footprint—often starting with only a few megabytes.

Additionally, they support snapshots and leverage hardware virtualization extensions (Intel VT-x, AMD-V)
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for performance and security.

However, microVMs deliberately omit non-essential components found in traditional hypervisors,
such as full device emulation (e.g., GPUs, USB, audio), complex BIOS/UEFI firmware, legacy hard-
ware support, and advanced management or hot-plug capabilities. By stripping down these features,
microVMs reduce the attack surface, improve startup latency, and simplify resource management, while
still ensuring strong isolation guarantees.

With this design philosophy, Amazon introduced Firecracker [22], a lightweight hypervisor (VMM)
specifically built for serverless applications. Firecracker leverages the Kernel-based Virtual Machine
(KVM) [47], reducing the emulation layer by supporting only essential device types and relying on the
host OS for resource management. This approach achieves VM boot times as low as 125 milliseconds

and a memory footprint of just 5 MB.

Unikernels Traditional operating systems are often large and complex, with the Linux kernel alone
comprising around 28 million lines of code, over a third of the full OS. Despite the simplicity of many
applications, the kernel remains a significant dependency, and most applications require only a fraction
of its functionality. Unikernels address this by compiling applications together with only the necessary
operating system components—such as minimal device drivers and essential libraries—into a single,
immutable machine image. This approach eliminates unnecessary code, resulting in highly optimized,
lightweight systems that improve both performance and security. Prominent examples include Mira-
geO0S [42] and Unikraft [48].

Container Sandboxes Container sandboxes, such as Google’s gVisor [43], provide a lightweight vir-
tualization environment focused on sandboxing and security. gVisor functions as a user-space kernel
that intercepts system calls, acting as an intermediate layer for control and isolation without requiring a
full virtual machine. This approach reduces the overhead typically associated with traditional VMs while

still ensuring a secure execution environment for serverless functions.

Memory Isolates While VMs and containers provide isolation at the hardware and operating sys-
tem levels, respectively, they often introduce overhead in terms of memory usage, communication, and
startup time. To address these limitations, memory sandboxes—commonly known as isolates [44]—of-
fer a lightweight alternative. Runtimes such as the V8 JavaScript engine [49] and GraalVM Native
Image [38, 50] support isolates, which serve as execution sandboxes for running serverless functions.
Unlike traditional VMs or containers, which require separate runtime instances for each function, iso-
lates share a single runtime environment, enabling the concurrent execution of hundreds or thousands

of functions. This model is widely adopted by edge providers, such as Cloudflare Workers [37]. While
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isolates provide language-level isolation and are efficient in terms of resource utilization, they are less
suited for multi-language support or access to native code.

In addition to the virtualization technologies mentioned above, emerging technologies like WebAssembly
(Wasm) [45] and its extensions, such as WebAssembly System Interface (WASI) [51], are gaining trac-
tion as lightweight, portable alternatives for serverless computing. Wasm’s low startup latency and
minimal resource footprint make it ideal for edge and serverless platforms. Similarly, innovations like
Extended Berkeley Packet Filter (eBPF) [46] offer lightweight kernel-level virtualization and enhanced
security. These advancements further diversify the tools available for building efficient and scalable
serverless architectures.

This document focuses on microVMs, specifically Firecracker, and containers managed with contain-
erd, as they provide a lightweight yet powerful combination of strong isolation, efficient resource usage,

and rapid startup times, making them well-suited for addressing the challenges of serverless computing.

2.2.1 Firecracker MicroVMs

Firecracker [22,52] is a lightweight VMM developed by Amazon to cater specifically to the needs of
serverless computing and containerized environments. It leverages the Linux KVM to provide strong
isolation while maintaining performance close to that of containers. Unlike traditional hypervisors, Fire-
cracker is designed with minimalism in mind, supporting only essential features required for cloud-native
workloads.

Firecracker operates by launching microVMs—lightweight VMs stripped of unnecessary compo-
nents, such as advanced device emulation and multi-CPU support. This approach reduces the boot
time to as little as 125 milliseconds and ensures that each microVM has a memory footprint of approxi-
mately 5 MB. These optimizations make Firecracker ideal for use cases requiring rapid instantiation and

efficient scaling, such as FaaS workloads and edge computing.

Function Snapshots

One key feature of Firecracker is its snapshot support [53]. Snapshots capture the entire state of a
running microVM, including its memory and device states, enabling near-instantaneous creation of new
instances by restoring from these snapshots. This capability is useful for addressing the cold start
problem in serverless computing, where startup latency directly impacts user experience.

A Firecracker snapshot consists of multiple files that collectively represent the full microVM state:

» Guest Memory: A file containing the memory state of the guest;
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- Emulated Hardware State: Files capturing the state of both the KVM and Firecracker’s emulated

hardware components.

If the microVM uses disk files, these are not automatically included in the snapshot and must be
managed separately. Typically, disks can be reused across snapshots and shared as read-only when
possible, reducing duplication and optimizing resource utilization.

When loading a snapshot, Firecracker employs a technique where, instead of fully loading the mem-
ory file into memory during the resume process, it creates a MAP_PRIVATE mapping of the memory file.
This approach allows for runtime on-demand loading of memory pages. Any writes to memory during
execution are directed to a copy-on-write anonymous memory mapping. While this strategy significantly
accelerates snapshot loading times, it requires retaining the guest memory file for the entire lifetime of
the resumed microVM.

Firecracker's design emphasizes security through strong workload isolation. Each microVM runs
its own kernel and userspace, ensuring that workloads are fully isolated from each other. Additionally,
Firecracker uses a jailer [54] process to constrain and sandbox microVMs, further reducing the attack

surface and adhering to principles of least privilege.

2.2.2 Container Management and Runtime

Container images are the fundamental units of deployment in modern cloud-native environments.
They package applications together with all necessary dependencies into a portable artifact, simplifying
development, deployment, and scaling across heterogeneous environments.

The Open Container Initiative (OCI) [55] plays a central role in this ecosystem by defining open stan-
dards for container images and runtimes. These specifications ensure interoperability across platforms
and runtimes, enabling container images to be consistently built, stored, and executed. For instance,
the OCI Image Specification defines the format for container layers and metadata, while the Runtime
Specification standardizes how containers are launched and managed. Popular registries like Docker
Hub [56] follow these standards, ensuring compatibility with container runtimes such as Docker [57] and

containerd [2].

containerd Architecture

containerd is an industry-standard, open-source container runtime designed to manage the full container
lifecycle, from pulling images to executing containers and managing storage. While Docker originally
bundled all these capabilities in a monolithic design, it now delegates low-level container management

to containerd, which is optimized for efficiency and modularity. Higher-level platforms like Kubernetes
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Figure 2.6: Overview of the containerd ecosystem architecture. Source: Official containerd documentation [2].

integrate with containerd through the Container Runtime Interface (CRI), while Docker and other engines

rely on it as their core runtime.

Figure 2.6 illustrates the layered architecture of containerd:

Client Layer: Exposes interfaces for orchestration tools (e.g., Kubernetes via CRI, Docker CLI) to

interact with containerd.

» API Layer: Provides a gRPC-based API and service handlers for communication with clients and

plugins.

» Core Services: Implements essential functionalities such as managing container metadata, im-

ages, snapshots, and tasks (running containers).

» Backend: Includes the Content Store for managing image data, Snapshotters for layered filesys-

tem operations, and Runtimes (e.g., runc, Firecracker, gVisor) for container execution.

This modular design allows containerd to support a variety of snapshotters and runtimes, enabling
flexibility in how containers are stored and executed. For instance, lightweight virtualization technolo-
gies like Firecracker can integrate seamlessly with containerd as a runtime plugin, providing enhanced

isolation while preserving container-based workflows.
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containerd Snapshotters

Snapshotters expose these layers to containerd using mounts, which describe how the layers should
be attached to the filesystem. A mount is essentially a structured representation of the parameters that
would be passed to the Linux mount syscall [58]—such as the source path, target path, filesystem type,
and mount options—but in a serialized format that containerd can store and transmit. This abstraction
allows containerd to apply the same interface regardless of the underlying filesystem type.

For example, when preparing a snapshot, the snapshotter creates an empty directory, associates it
with metadata, and returns a mount. The directory is then populated with the layer’s content by the Diff
Service. For subsequent layers, the snapshotter clones the parent snapshot’s content, applies changes
from the new layer, and updates the cumulative filesystem view. This layered approach minimizes stor-
age overhead and promotes resource sharing across containers.

containerd supports multiple snapshotters tailored to various workloads. One widely used snap-
shotter is overlayFS, the default snapshotter in containerd. OverlayFS employs a layered filesystem
approach to minimize redundant storage and enhance performance. It functions similarly to Docker’s
“overlay2” driver, providing high efficiency and reliability in managing container layers.

Another snapshotter is the device mapper (devmapper), which is block-based and leverages the
device mapper kernel framework to manage ext4 or xfs volumes. While historically significant in enabling
container storage, devmapper has been deprecated due to concerns over performance limitations and
maintainability [59].

Image pulling is often one of the most time-consuming steps in container startup, accounting for
up to 76% of startup latency [60]. Traditional snapshotters require downloading all image layers from a
registry before container startup, leading to delays, especially with large images. Remote snapshotters in
containerd address this bottleneck by allowing snapshotters to reuse snapshots stored in remote shared
locations. These snapshots, called remote snapshots, enable containers to start without pulling layers
directly from registries. By preparing snapshots out-of-band and leveraging shared storage, remote
snapshotters can significantly reduce the time required for image pulls.

One notable implementation is the Stargz snapshotter [23,61]. Stargz introduces lazy pulling, al-
lowing containers to begin execution without waiting for the full image to download. Instead, only the
necessary portions of an image are fetched on demand, dramatically reducing startup latency. This
functionality is achieved by combining containerd’s remote snapshotter capabilities with the eStargz
lazily-pullable image format. The stargz image format, originally developed by Google CRFS (Container
Regqistry Filesystem) [62], enables efficient image access and is compatible with OCIl-compliant reg-
istries. This makes Stargz a practical choice for cloud-native environments seeking to optimize startup
times for large-scale workloads.

In summary, containerd snapshotters are pivotal for efficient image management. By leveraging
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layered filesystems and remote fetching mechanisms, they optimize resource utilization, reduce re-
dundancy, and enhance container startup times. These features are particularly crucial in large-scale

serverless and cloud-native environments.

2.2.3 Bridging MicroVMs and Containers

Integrating containers inside microVMs combines the strengths of both technologies, offering the
enhanced security and isolation of microVMs while preserving the flexibility and portability of containers.
firecracker-containerd [63] enables this by combining the lightweight virtualization of Firecracker with the
container orchestration capabilities of containerd, allowing developers to harness the benefits of both
technologies.

In firecracker-containerd, each container runs inside a Firecracker microVM, achieving strong iso-
lation without sacrificing the operational simplicity of container-based deployments. This architecture
leverages containerd’s snapshotting and runtime features while delegating workload execution to Fire-

cracker microVMs.

Core Architecture

firecracker-containerd implements the V2 runtime AP of containerd, which is responsible for configuring

and running containerized processes. This architecture is built around several key components:

» Control Plugin: Manages the lifecycle of Firecracker microVMs and implements the control API.

The plugin is compiled into a specialized containerd binary tailored for firecracker-containerd.

» Runtime: Connects containerd to Firecracker and serves as an intermediary for both VM lifecycle
operations and container lifecycle operations. This runtime is implemented as an out-of-process
shim communicating with Firecracker using ttRPC [64], a gRPC [65, 66] for low-memory environ-
ments [64].

» Agent: Runs inside the microVM and is responsible for executing commands, emitting events and
metrics, and proxying STDIO for container processes. The agent uses runC [67] via containerd’s

shim to manage Linux containers within the microVM.

When a container is launched, the control plugin initializes a Firecracker microVM, pulls the required
container image, and uses the runtime to start the container inside the microVM. This process ensures
compatibility with the containerd ecosystem while maintaining the enhanced isolation provided by Fire-
cracker. The microVM relies on two essential components: a kernel image, which contains the Linux

kernel to boot the microVM, and a root filesystem (rootfs), which serves as the base filesystem for
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Figure 2.7: Architecture of firecracker-containerd. Adapted from the official firecracker-containerd documenta-
tion [3].

the virtual machine. These images are typically pre-provisioned on the host and can be obtained from

official distributions or built from minimal Linux images. Figure 2.7 illustrates this architecture.

Support for Remote Snapshotters

firecracker-containerd also supports remote snapshotters, which allow containerd to reuse snapshots
stored in a shared remote location rather than always pulling image layers from a registry and recon-
structing them locally. Unlike local snapshotters, which require downloading and unpacking the entire
image before the container can start, remote snapshotters can leverage pre-prepared snapshots or on-
demand fetching, significantly reducing startup time and network overhead. A prominent example is
the Stargz snapshotter, which enables lazy image loading: containers can start running as soon as the
necessary parts of the image are fetched, while the rest of the data is pulled in the background.
However, Firecracker microVMs lack direct support for Virtio-FS, making it challenging to expose host
filesystem-based mount points inside the microVM. To overcome this limitation, firecracker-containerd

moves the entire snapshotter inside the microVM. This approach ensures that the lazy-loaded filesys-
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Adapted from the official

tem operates within the guest and can be directly mounted as a container root filesystem. Figure 2.8

illustrates this extended architecture.

The extended architecture introduces new components to enable remote snapshotting:

* Remote Snapshotter: Each microVM hosts its own instance of a remote snapshotter to handle

lazy loading of container images. This differs from the traditional approach where a single snap-

shotter runs on the host;

+ Demux-Snapshotter: With a dedicated snapshotter in each microVM, a host-side proxy is re-

quired to manage interactions. The demux-snapshotter acts as this proxy, presenting itself as a

single snapshotter to containerd, routing snapshot requests to the appropriate microVM;

» Socat: Exposes the remote snapshotter’'s socket inside the microVM as a vsock service, making

it accessible from the host;

+ Credential Helper: Uses Firecracker's microVM Metadata Service (MMDS) [68] to provide cre-

dentials for pulling container images from remote registries.

With these innovations, firecracker-containerd supports modern remote snapshotting mechanisms,

ensuring fast container startups, efficient resource usage, and compatibility with cloud-native environ-

ments.

In conclusion, by combining Firecracker’s strong isolation and fast startup capabilities with contain-

erd’s portability and compatibility with the broader container ecosystem, firecracker-containerd offers a

robust solution for serverless and cloud-native environments.
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2.3 vHive: A Framework for Serverless Experimentation

vHive [12,69] is an open-source ecosystem for research and innovation in serverless cloud sys-
tems. It provides a full-stack framework for benchmarking and development in serverless computing
environments. Figure 2.9 illustrates the architecture of vHive.

The vHive platform is designed to closely mirror real-world serverless cloud environments. Clients ini-
tiate function invocations as Hypertext Transfer Protocol (HTTP) requests received by frontend servers,
which routes them to functions running in Kubernetes-managed containers. The architecture consists of
a master node, which serves as the Kubernetes cluster master, and several worker nodes forming the
cluster.

vHive employs Knative (see Section 2.1.2) to handle function autoscaling based on invocation traffic.
When a function receives an invocation and has active instances, the front-end server routes the request
to one of these instances. If no active instance exists, the load balancer contacts the cluster manager,
and the Knative autoscaler selects a worker node to launch a new instance of the function. This instance
is created as a pod, the Kubernetes’s scaling unit, which contains a Firecracker microVM (as detailed
in Section 2.2.1), running a container with the function code. This setup allows container images to be
used as application packages while leveraging Firecracker for strong isolation. Additionally, each pod

includes a Knative queue proxy that manages incoming requests.
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To implement the control plane, vHive implements a CRI orchestrator service that integrates two
containerd (see Section 2.2.2) instances: the standard containerd distribution (responsible for managing
regular containerized workloads) and a Firecracker-specific fork, firecracker-containerd (discussed in
Section 2.2.3) for managing microVM-based workloads. This orchestrator processes requests from
the Kubernetes control plane, invoking the appropriate containerd services to manage containers and
microVMs. It also oversees VM networking, the network manager, and snapshot management through
a snapshot manager.

vHive supports Firecracker snapshots, allowing the state of a microVM to be saved and quickly
restored. However, vHive currently only supports local snapshots—that is, snapshots stored on each
node individually. This setup requires each node to maintain its own copies, leading to duplicated data
and higher storage costs, which limits scalability as nodes must allocate significant storage for redundant
shapshot data. Furthermore, the existing scheduler is oblivious to the location of these local snapshots,
resulting in unnecessary snapshot transfers across nodes and additional latency. These challenges
illustrate the need for a more scalable and resilient solution that enables remote snapshot orchestration
combined with location-aware scheduling to support efficient serverless function deployment across

distributed clusters.
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There is a fast-growing body of literature on serverless computing, particularly on FaaS platforms.
This chapter reviews recent and relevant works on cold start mitigation and resource orchestration,
which are closely related to this thesis. The papers are presented chronologically within each category
to highlight the evolution of approaches. While works are categorized by primary technique, many
combine pre-warming, caching, co-location, and snapshotting methods. Additionally, these solutions

are compared and analyzed to identify their opportunities and limitations concerning the research goals.

3.1 Cold Start Mitigation

Several strategies have been proposed to mitigate cold starts, including pre-warming, caching, co-

location, and snapshotting.
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3.1.1 Pre-Warming Strategies

Serverless in the Wild [10] introduces a hybrid pre-warming policy that adapts to the invocation patterns
and frequencies of individual applications. The method involves dynamically adjusting pre-warming and
keep-alive windows based on the application’s idle times (ITs), using a range-limited histogram to track
IT distributions. Additionally, the policy includes fallback mechanisms such as standard keep-alive and
time-series analysis for cases where the histogram is not representative. By tailoring pre-warming to
specific application behavior, this approach effectively balances cold-start latency with resource utiliza-
tion. Experimental results showed that the hybrid policy reduced cold starts by 32.5% on average and
memory consumption by 15.6%, compared to a standard 10-minute fixed keep-alive policy, while adding
only 835.7 us of latency to the system.

ORION [11] mitigates cold starts by leveraging the DAG structure of serverless applications. The
technique involves identifying optimal pre-warming delays for VMs associated with different stages of a
DAG. By balancing End-to-End (E2E) latency and resource utilization, ORION minimizes the time taken
to start the VMs just before they are needed while avoiding unnecessary resource consumption. Ex-
perimental results show that ORION’s dynamic adjustment of pre-warming delays results in significant
performance improvements, achieving up to 42% lower E2E latency and 57% lower costs compared to
alternatives. The system consistently maintains efficient performance throughout the execution of com-
plex, multi-stage serverless workflows, effectively mitigating the impact of cold starts without sacrificing

resource utilization.

IceBreaker [70] proposes a heterogeneity-aware pre-warming strategy that uses both costly and
cheaper nodes to improve latency and cost efficiency in serverless platforms. Unlike traditional ap-
proaches that keep functions warm only on expensive nodes, IceBreaker selects the most cost-effective
node type based on invocation probability. This allows more functions to remain warm within the same
budget, reducing cold starts. Evaluations with real workloads show a 45% reduction in keep-alive cost
and a 27% decrease in execution time, demonstrating that heterogeneous infrastructures can improve

both performance and cost.

While pre-warming strategies, such as those used in Serverless in the Wild and ORION, have demon-
strated significant improvements in reducing cold-start latency, these approaches are not without limi-
tations. They require maintaining idle resources, which increases memory and compute consumption,
especially in systems with low or unpredictable invocation patterns. Additionally, these methods rely on
predictable workloads, making them less effective for irregular or infrequent usage and potentially lead-
ing to resource wastage or operational overhead. Balancing latency reduction with resource efficiency

remains a key challenge.
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3.1.2 Caching and Forking Techniques

Alongside pre-warming, several systems utilize caching and forking techniques to enhance function
initialization. Zygote [33], originally developed for Android, caches pre-initialized Java applications, im-

proving the startup times of new instances.

SOCK [34] tackles cold-start latency by introducing serverless-optimized containers that enable rapid
function provisioning. It adopts a generalized Zygote strategy—pre-initializing Python interpreters—to
bypass redundant library loading, and streamlines container startup by replacing heavyweight kernel fea-
tures with lightweight isolation techniques. Combined with a three-tier caching system, SOCK achieves

up to 45x faster cold-starts and significantly lowers overhead in serverless platforms.

FaasCache [18] employs a caching-inspired Greedy-Dual [71] keep-alive policy to prioritize functions
based on initialization overhead, invocation frequency, and resource footprint. By optimizing the eviction
of containers with the lowest priority, FaasCache reduces cold-start latency by 3x, doubles the num-
ber of warm function invocations, and improves application latency by 6x. Additionally, its resource

provisioning techniques decrease memory usage by 30%, offering scalability for dynamic workloads.

Flame [72] advances the caching paradigm by introducing a centralized cache controller for server-
less computing. Unlike prior systems that rely on decentralized, local cache policies, Flame employs
a global CacheManager with visibility into the entire cluster, enabling hotspot-aware caching (identi-
fies frequently-invoked functions using an exponentially-decaying scoring model) and adaptive instance
placement (detects redundancy and dynamically reclaims over-provisioned hotspot instances). Each
server runs a lightweight agent (Cachelet) that synchronizes state with the controller, allowing dynamic,
fine-grained cache decisions. By classifying functions as “hotspot” or “non-hotspot” based on exponen-
tially decaying invocation scores, Flame allocates protected memory for high-frequency functions while
opportunistically caching less-used ones. This hybrid caching strategy, combined with a redundancy
reclamation algorithm, reduces cold-start ratio by 7x and cuts cache memory usage by 36% compared

to state-of-the-art methods like FaasCache.

RainbowCake [32] introduces a layer-wise container caching and sharing approach. It decouples
container initialization into three stages (Bare, Lang, and User layers), enabling finer-grained caching
and sharing strategies. By leveraging invocation history to make sharing-aware, real-time caching deci-
sions, RainbowCake reduces cold-start latency by 68% and memory waste by 77% compared to state-

of-the-art solutions.

However, caching solutions also face challenges. They often consume additional memory to maintain
pre-warmed resources, and their effectiveness can be diminished when workloads are highly variable
or infrequent. Therefore, a more scalable and resource-efficient approach is needed to address the

cold-start latency in diverse serverless environments.
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3.1.3 Co-locating Functions

Co-locating functions involves running multiple functions within the same runtime environment, allowing
sharing of resources.

SAND [36] enhances serverless performance by introducing application-level sandboxing and a hi-
erarchical message bus. Unlike traditional models where each function runs in an isolated container,
SAND allows multiple functions of the same application to share a container while maintaining process-
level isolation. This design reduces cold-start latency and improves resource efficiency. Additionally,
its hierarchical message bus optimizes communication for intra-application calls, resulting in up to 43%
performance gains over systems like OpenWhisk.

Faasm [35] introduces Faaslets, a lightweight isolation abstraction using WebAssembly for memory
isolation and efficient state sharing. Faaslets enable in-memory state sharing across co-located func-
tions while maintaining isolation through software fault isolation (SFI). Faasm reduces cold-start latency
to microseconds, achieves a 2x speed-up in machine learning training with 10x less memory usage,
and doubles throughput for inference workloads while cutting tail latency by 90%. Faasm’s two-tier state
architecture co-locates functions with their required data, minimizing network transfers and resource
overheads, making it a highly efficient approach for stateful serverless computing.

Photons [39] introduces an ultra-lightweight execution context for serverless functions, enabling safe
co-location of multiple concurrent invocations of the same function within a shared runtime. By vir-
tualizing both the language runtime and application state, Photons allows functions to share common
components like libraries and datasets while maintaining strict data isolation through per-invocation state
separation. Implemented atop OpenWhisk, Photons reduces per-invocation memory usage by 25% to
98%, lowers cluster-wide memory utilization by 30%, and cuts cold starts by 52%, all without degrading
performance.

Nightcore [73] focuses on co-locating latency-sensitive microservices within the same runtime while
maintaining low overhead. It rethinks scheduling, communication, and 1/O threading models to minimize
isolation costs while supporting multiple languages (C/C++, Go, Node.js, Python). Nightcore achieves
1.36x to 2.93x higher throughput and reduces tail latency by up to 69%, demonstrating that efficient
co-location can make serverless viable for interactive microservices requiring sub-millisecond respon-
siveness.

Hydra [74] extends co-location by introducing a virtualized, multi-language runtime designed for high-
density serverless platforms. Unlike prior systems that rely on bloated virtualization stacks or target
single-language runtimes, Hydra consolidates multiple sandboxes within a shared process, enabling
concurrent execution of functions written in different languages. To optimize performance, Hydra features
a caching layer of pre-allocated instances that eliminates cold starts, and a snapshotting mechanism

to checkpoint and restore individual sandboxes. Evaluation results show that Hydra improves function
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density (ops/GB-sec) by 2.41x on average compared to OpenWhisk and by 1.43x compared to Knative.
When replaying the Azure Functions trace, Hydra reduces memory footprint by 21.3—43.9% relative to
OpenWhisk and by 14.5-30% compared to Knative. Most notably, Hydra eliminates cold starts entirely,
reducing p99 latency by 45.3—-375.5x over OpenWhisk and by 1.9-51.4x over Knative.

The downside of function co-location is the increased risk of interference and security issues, as
multiple functions running in the same environment can affect each other’s performance and potentially

expose vulnerabilities.

3.1.4 Snapshotting

Snapshotting mechanisms have gained traction as a method to optimize serverless performance by
reducing the time required to load functions. These methods allow for the preservation of the runtime
environment in a snapshot, which can be quickly restored during execution. By doing so, snapshots
bypass both runtime and function initialization, eliminating the need to re-create execution environments
from scratch and significantly reducing cold start latency.

SEUSS [15] explores the use of unikernel snapshots to enable rapid function deployment. The key
technique, called Snapshot Stacks, creates a lineage of snapshots that captures differences between
states over time, enhancing memory efficiency. This method uses copy-on-write semantics to only
capture modified pages, reducing storage requirements. Additionally, Anticipatory Optimizations (AO)
are applied to pre-warm the system, reducing startup and execution times of functions. This work builds
on previous research in process-level checkpointing, but uniquely applies it to a serverless environment
using unikernels.

Similarly, Catalyzer [13] focuses on minimizing snapshot restoration times in the context of gVisor [43]
virtualization technology. It uses lazy paging to only load memory when needed, and a novel primitive
called sfork to directly reuse the state of a running sandbox. Evaluation results show that Catalyzer can
achieve startup latencies as low as 0.97ms and reduce end-to-end latency by up to 67x, showcasing its
effectiveness across various real-world serverless applications.

Another innovative approach to reducing cold-start delays in serverless computing, is the REAP
(Record-and-Prefetch) [12] method. REAP operates in two phases: the Record phase, where it traces
and records page faults during the initial invocation of a function, and the Prefetch phase, where it
preloads the necessary memory pages for subsequent invocations, significantly reducing latency. By
leveraging the Linux userfaultfd mechanism, REAP efficiently handles page faults in userspace,
achieving 1.04 to 9.7 times faster invocations compared to baseline snapshots. This method is par-
ticularly effective for functions with frequent invocations, making it a valuable addition to the optimization
techniques in serverless environments.

FaaSnap [19] builds on these ideas by introducing a snapshot-based VM restoration approach specif-
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ically tailored for serverless platforms. By employing optimizations such as concurrent paging, per-region
memory mapping, and hierarchical memory groups, FaaSnap significantly reduces cold-start latency
and disk access overhead. These optimizations enable faster snapshot restoration by prefetching com-
pact working sets and handling page faults more effectively. FaaSnap achieves up to a 3.5x speedup
over systems like REAP [12] and exhibits performance on par with memory-cached snapshots, making
it a scalable and efficient solution for serverless workloads

While these systems focus on VM-based snapshots, there is also growing interest in snapshot-
based techniques in the context of deep learning, particularly with Large Language Models (LLMs).
ServerlessLLM [20] adapts snapshot mechanisms for serverless inference tasks, reducing cold-start
latency in large-scale Al systems by utilizing efficient checkpoint loading and scheduling techniques. As
a result, it significantly reduces the latency overheads associated with cold starts, demonstrating a 10 to
200 times improvement over existing systems in various LLM inference workloads.

These snapshot-based solutions, while effective, often focus on specific use cases or environments.
A comprehensive solution that integrates snapshot orchestration with efficient resource management

and distribution is still lacking in the broader serverless computing space.

3.2 Resource and Storage Management

Efficient resource and storage management are critical for optimizing serverless platforms, particularly to
reduce cold-start latency and support elastic provisioning. In systems that rely on frequent snapshotting
of microVMs or containers, techniques such as deduplication and compression play a key role.

FAASNET [75] addresses inefficiencies in provisioning custom containers by using a function tree
structure and an 1/O-efficient fetching mechanism. This system reduces provisioning times and scales
effectively, making it a promising solution for handling bursty workloads. The adaptive function tree struc-
ture and efficient Input/Output (I/O) mechanisms employed by FAASNET offer promising strategies for
optimizing snapshot distribution processes. However, implementing these strategies would necessitate
an additional communication layer between nodes to ensure rapid and scalable data handling.

Another prominent technique in snapshot management is block-level deduplication, which optimizes
storage and retrieval by breaking data into smaller blocks, identifying duplicate blocks, and storing only
the unique ones. AWS Lambda has implemented this technique for on-demand container image load-
ing [76]. Their findings indicate that approximately 80% of newly uploaded Lambda functions have zero
unique chunks, demonstrating high deduplication efficiency. For the remaining 20%, the average upload
contains only 4.3% unique chunks. This method has been shown to significantly reduce storage costs
and improve cache effectiveness, with potential reductions in storage by up to 23x.

Efficient snapshot management is a key factor in optimizing serverless environments. In this context,
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SnapStore [16] introduces a memory-region-aware snapshot deduplication and retrieval system that en-
hances storage efficiency. By dividing snapshots into distinct memory regions—such as non-runtime,
read-only file-backed, and write-modified—SnapStore applies a region-based deduplication strategy that
achieves significant reductions in both deduplication time (46% on Hard Disk Drives (HDDs)) and re-
trieval latency (82.6% on HDDs). Moreover, SnapStore improves serverless function end-to-end latency
by 25.9% and achieves a 2.4x reduction in storage requirements compared to conventional systems
like FaaSnap [19], making it highly effective in environments with large numbers of function snapshots.
Traditional software-based compression algorithms, though effective, often introduce considerable
CPU overhead during snapshotting and restoration processes—posing a bottleneck in latency-sensitive
serverless applications. Recent advances in hardware-accelerated compression have demonstrated
promising improvements in this area. For instance, Sabre [17] introduces a hardware-assisted snapshot
compression framework tailored for microVMs in serverless platforms. By leveraging Intel’s In-Memory
Analytics Accelerator (IAA), Sabre achieves up to 4.5x compression ratios and speeds up decompres-
sion by up to 10x compared to software approaches, all without imposing additional CPU load. This
allows for significantly faster microVM restorations and reduces end-to-end cold start times by approxi-

mately 20%, highlighting the benefits of offloading snapshot processing to specialized hardware.

3.3 Discussion

The current landscape of serverless cold-start mitigation and snapshot orchestration techniques high-

lights various strengths and weaknesses:

» Pre-warming strategies: These demonstrate effective latency reduction for predictable work-
loads, but struggle with resource inefficiencies and fail to adapt to irregular or bursty invocation
patterns. These limitations underscore the need for solutions that can dynamically respond to

unpredictable workloads without incurring high resource costs.

+ Colocation strategies: Placing related functions or services on the same node can reduce data
transfer and startup latency. The downside of function co-location is the increased risk of interfer-
ence and security issues, as multiple functions running in the same environment can affect each

other’s performance and potentially expose vulnerabilities.

» Snapshotting mechanisms: Current snapshotting mechanisms show significant promise in re-
ducing cold-start latency. However, these systems are often limited by their focus on isolated
environments or the complexity of managing and distributing large snapshots efficiently across a

cluster.
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» Resource management solutions: Approaches such as FAASNET offer valuable strategies for
improving provisioning and memory management. However, they primarily focus on optimizing
specific aspects of the serverless pipeline, such as container fetching or memory preloading, with-

out providing a holistic approach to snapshot orchestration and distribution.

In summary, while each of these works addresses different aspects of the cold-start problem, none
fully resolves the need for a distributed snapshot orchestration system that integrates remote storage,
local caching of snapshots, and snapshot-aware scheduling to enable scalable and resource-efficient
cold-start mitigation. Although existing approaches offer valuable insights and partial solutions, they fall
short of achieving the comprehensive objectives outlined in this proposal. This gap underscores the
novelty and significance of the proposed solution, which aims to unify these capabilities into a cohesive

framework to effectively address the challenges of serverless computing at scale.
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This chapter outlines the proposed solution for a serverless snapshot orchestration system. The
system’s components are described, along with an explanation of how they interact to meet the defined

requirements.

4.1 Architecture Overview

The proposed system builds upon vHive, the serverless platform described in Section 2.3, which pro-
vides a robust foundation for managing microVMs with containers using Firecracker and containerd.
Figure 4.1 highlights the new components introduced in the design, contrasting them with the original
vHive architecture.

To enhance vHive's snapshot management capabilities, the proposed solution extends its snapshot

manager module to support both local and remote snapshots. While maintaining compatibility with fully
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Figure 4.1: System Architecture: Extensions to vHive for Remote Snapshot Management. Grayed components
represent unmodified elements from the original vHive platform, while colored and dashed components
highlight the additions and modifications introduced by this solution, respectively.

local snapshots, the solution introduces the option to store snapshots in a remote centralized storage
system (e.g., Amazon S3 [77]). This remote storage capability reduces cold start latencies in distributed
environments by avoiding redundant snapshot creation and enabling reuse.

Since vHive leverages firecracker-containerd to package and run applications within microVMs, the
system integrates a remote containerd snapshotter, such as Stargz [61] or Nydus snapshotter [78], to
enable lazy loading of container images. This approach reduces container image fetch times by loading
only the image parts required at launch, thus improving startup performance at scale.

To further reduce snapshot retrieval latency, a snapshot-aware scheduler is introduced. This sched-
uler is co-designed with a local snapshot cache on each worker node and makes placement decisions by
considering whether a snapshot is already cached locally. By preferring nodes with cached snapshots,
the scheduler increases cache hit rates, reduces access latency from remote storage, and accelerates
microVM cold starts.

To manage local snapshot caches efficiently, each worker node maintains a bounded-size cache with
an Least Recently Used (LRU)-based eviction policy. The snapshot manager monitors cache usage,
estimates snapshot sizes before storing them, and evicts the least recently used snapshots when space
is insufficient.

In summary, the key components added to the architecture are:

* Remote Snapshot Storage: A remote centralized storage solution that enables snapshot reuse

across the cluster.

» Extension of Snapshot Manager: An extension to support both local and remote snapshots,
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including a bounded local snapshot cache with LRU-based eviction.

* Remote containerd Snapshotter: Integration of a remote containerd snapshotter for lazy loading

of container images, reducing fetch times.

» Snapshot-Aware Scheduler: A scheduler paired with a local snapshot cache on each node,

optimizing node placement decisions to reduce access latency from remote storage.

Together, these enhancements build upon the existing vHive framework to deliver a scalable, low-
latency snapshot orchestration system for serverless environments, introducing innovations in snapshot

management, storage optimization, and scheduling intelligence.

4.2 Snapshot Lifecycle

Snapshotting involves two main phases: snapshot creation and snapshot restoration. Figure 4.2 illus-
trates the entire snapshotting workflow, showing a sequence diagram that covers both initial execution

and subsequent executions.

4.2.1 Snapshot Creation

During the first execution of a serverless function, the orchestrator on the worker node initializes a fresh
VM to run the function. This requires a Linux kernel and a root filesystem. The kernel is usually obtained
from official distribution repositories, while the root filesystem can be prepared in advance from a minimal
distribution image. A common approach is to download an official rootfs tarball (e.g., ubuntu-base [79]),
extract it into a directory, and then convert it into an ext4 image suitable for the VM.

After the VM is booted and the function invocation has completed, instead of immediately shutting
down the instance, a snapshot is created to preserve the warm state of the execution environment. This
snapshot captures both the VM state and the filesystem state. Once created, the snapshot is uploaded
to remote storage, allowing it to be reused by other nodes and eliminating the need for redundant
environment setups in future invocations.

The detailed steps of this process are shown in Algorithm 4.1. First, the VM is paused using the
Firecracker API to ensure a consistent state. Then, another Firecracker API call occurs to generate
the memory and microVM state snapshot files. Next, the container’s filesystem state is captured, either
manually or automatically depending on the snapshotter being used. Afterward, metadata describing
the snapshot (e.g., file paths, revision number) is serialized into an info file. Finally, all these files are
uploaded to a remote storage system.

In summary, a complete snapshot is composed of four files:
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Figure 4.2: Snapshot workflow: snapshot creation, storage, and restoration.

Memory file: Captures the contents of the VM’s memory;
MicroVM state file: Stores processor and device state information;
Container snapshot file: Encodes the state of the container’s filesystem;

Info file: Contains metadata such as file paths, snapshot revision, and configuration details.
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Algorithm 4.1: Snapshot Creation.

Input: Running microVM with deployed serverless function
Output: Snapshot stored in local cache and remote storage

begin
// 1. Pause the VM
PauseVM()

// 2. Create Firecracker snapshot

(memFilePath,vmStateFile Path) <— CreateFirecrackerSnapshot()

// 3. Capture container filesystem state

containerSnapPath +— CaptureContainerState()

// 4. Serialize snapshot metadata

infoFilePath «— SerializeSnapshotinfo(memFilePath, vmStateFilePath,
containerSnapPath)

// 5. Upload snapshot files and metadata to remote storage
UploadToRemote(memFilePath, vmStateFilePath, containerSnapPath, infoFilePath)

The method used to capture the container state depends on the containerd snapshotter and the
architecture in use. Some snapshotters store the container state directly within the memory snapshot,
which simplifies snapshot management by eliminating the need for separate filesystem capture. Other-

wise, manual capture is required and can be performed in two main ways:

» Using Docker’s commit command [80] to create a new container image that includes any filesystem

modifications;

+ Accessing the mounted disk containing the container’s filesystem and either copying it or creating

a differential (diff) file representing the changes since initialization.

4.2.2 Snapshot Restoration

Subsequent executions of the same serverless function leverage the previously created snapshot to
avoid redundant initialization. When a worker node is selected to run the function, it first queries the
local cache for the required snapshot. If the snapshot is found, it can be used immediately to restore the
microVM. Otherwise, the orchestrator downloads the necessary snapshot files from the remote storage
and caches them locally for future reuse.

The restoration process is outlined in Algorithm 4.2. First, the system checks for the presence of the
snapshot corresponding to the given revision. If the snapshot is not cached locally, it is downloaded from
remote storage, starting with the info file. This metadata file is then parsed to determine the paths of the
memory, microVM state, and container snapshot files. Once all components are present, the microvVM
is restored using the Firecracker API.

This workflow enables efficient reuse of warm execution environments, significantly reducing cold

start times. The use of snapshot revisions ensures consistency and cacheability, while the local cache
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Algorithm 4.2: Snapshot Restoration.

Input: Snapshot revision
Output: Restored microVM ready to execute function
begin
// 1. Load or download snapshot metadata
if not ExistsLocally(revision) then

L infoPath «— DownloadInfoFile(revision)

else
| infoPath «— GetlLocallnfoFile(revision)

// 2. Parse metadata to get file paths

(memPath, vmState Path, container SnapPath) +— Parselnfo(infoPath)

// 3. Ensure snapshot files are cached locally

if not ExistsLocally(memPath, vmStatePath, containerSnapPath) then
L DownloadFromRemote(memPath, vmStatePath, containerSnapPath)

// 4. Restore microVM from snapshot
RestoreFirecrackerVM(memPath, vmStatePath, containerSnapPath)

avoids unnecessary remote fetches during repeated invocations.

4.3 Optimized Scheduling via Snapshot Caching

Fetching snapshots from remote storage introduces non-negligible latency, particularly in cold start sce-
narios where microVMs are launched frequently and dynamically across a distributed cluster. To mini-
mize this latency, the system incorporates a snapshot-aware scheduling mechanism paired with a local
caching layer on each worker node.

Figure 4.3 illustrates the integration of snapshot-awareness into the Kubernetes scheduling architec-

ture. The design introduces two new components:

* NodeSnapshotCache (Custom Resource): Each worker node maintains a local cache of fre-
quently used snapshots and exposes its contents through a Kubernetes Custom Resource named
NodeSnapshotCache. This resource serves as a declarative representation of the node’s cache
state, allowing cluster-level components to query which snapshots are locally available without

direct file system interactions.

» Snapshot-Aware Scheduler Extender: Integrated into the Kubernetes scheduling workflow, this
extender augments the default scheduler by considering snapshot locality during pod placement
decisions. It queries the NodeSnapshotCache resources of all nodes and assigns higher scheduling

scores to nodes that already contain the required snapshot, thus minimizing cold start latency.
This architecture ensures that scheduling decisions are informed by snapshot availability, reducing
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Figure 4.3: Architecture of the snapshot-aware scheduling system. Each node maintains a local snapshot cache
and exposes its contents through a custom NodeSnapshotCache CRD. The scheduler extender queries
these CRDs to assign higher scores to nodes that already cache the required snapshot, thereby reduc-
ing cold start latency during pod scheduling.

network transfers and improving startup performance. The following subsections describe these com-

ponents in more detail.

4.3.1 Tracking Cached Snapshots

To enable snapshot-aware scheduling, the system must maintain an accurate view of which snapshots
are locally cached on each node. This information allows the scheduler to make informed placement
decisions, prioritizing nodes that already store the required snapshot and thereby reducing remote fetch
latency.

For this purpose, the design introduces a custom Kubernetes [28] resource definition (Custom Re-
source Definition (CRD)) [81] named NodeSnapshotCache. Each NodeSnapshotCache object represents
a single node and contains a list of snapshot identifiers currently available in that node’s local cache.
By abstracting this information as a Kubernetes resource, the cluster achieves a declarative and easily
queryable mechanism for snapshot tracking without requiring direct interaction with the underlying file
system.

Listing 4.1 illustrates an example NodeSnapshotCache resource for a node that caches snapshots for
two functions: a simple hello-world function and an image-processing function. The scheduler can
use this data to favor nodes that already have the necessary snapshot, significantly reducing cold start

latency and network overhead.
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Listing 4.1: Example NodeSnapshotCache CRD instance representing cached snapshots for a specific node

1 apiVersion: example.com/vl
2 kind: NodeSnapshotCache

3 metadata:

4 name: node-000.cluster.example.com

5 spec:

6 nodeName: node—-000.cluster.example.com
7 snapshots:

8 - hello-world-00001

9 - image-resize-00001

This decentralized and declarative approach provides a lightweight yet powerful mechanism for ex-
posing cache state to external components such as the scheduler, enabling efficient snapshot-aware

scheduling decisions across the cluster.

4.3.2 Extending the Scheduler with Snapshot-Aware Scoring

To leverage cache information during scheduling, the default Kubernetes scheduler [29] is extended
using a scheduler extender [82]. This extender integrates into the Kubernetes scheduling pipeline via
HTTP callbacks, influencing pod placement decisions without modifying core logic.

The extender operates exclusively during the prioritize phase of scheduling. At this point, the
default scheduler has already performed node filtering (e.g., based on CPU, memory, taints, and affinity
constraints) and assigned its own scores using built-in policies. The extender does not override these
scores; instead, it augments them by adding a bias toward nodes that cache the required snapshot.

Upon receiving a scheduling request, the extender:
1. Parses pod metadata to identify the function and associated snapshot.
2. Queries all NodeSnapshotCache CRDs to determine which nodes have the snapshot locally.

3. Assigns additional scores to those nodes, boosting their chances of selection without excluding

others.

4. Returns a ranked list of candidate nodes to the scheduler, which then combines these scores with

existing priorities.

This approach ensures that snapshot locality is considered alongside other metrics, not in isolation.
For example, if a node already caches the snapshot but is heavily loaded or violates affinity rules,

the default scheduler’s priorities will still dominate, preventing inefficient placement. Conversely, when
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multiple nodes are otherwise equivalent, the extender gives preference to nodes that minimize remote
shapshot fetches.

In summary, the integration of a node-local snapshot cache, CRD-based visibility, and an extender-
enhanced scoring policy introduces snapshot-awareness without disrupting Kubernetes’ multi-metric

decision-making process.

4.3.3 Snapshot Cache Eviction Policy

To ensure that local snapshot caches remain within a bounded size, each worker node enforces a ca-
pacity limit on its snapshot cache, typically configured in the order of several gigabytes (e.g., 10—20 GB)
to balance performance benefits against disk resource constraints. This limit prevents uncontrolled disk
usage while allowing frequently accessed snapshots to remain available for reuse.

When a new snapshot is fetched or generated, the snapshot manager estimates the total size of
the snapshot before committing it to disk. Since the memory state file constitutes the majority of the
snapshot size, this estimation primarily considers the memory footprint of the corresponding microVM,
while the metadata and device state files are negligible in comparison. If sufficient space is not available,
the node evicts one or more existing snapshots based on a LRU policy.

The LRU policy is implemented by tracking a usage timestamp for each snapshot in the cache, which
is updated every time a snapshot is used for restoring a function. When eviction becomes necessary,
the snapshot manager identifies the least recently accessed snapshots and deletes them to free space.
Eviction involves removing all files associated with the snapshot from disk and updating the correspond-
ing NodeSnapshotCache CRD to reflect the new state.

The complete procedure for estimating snapshot size, evicting old snapshots if necessary, storing a
new snapshot, and updating usage information is summarized in Algorithm 4.3. The algorithm proceeds
as follows: first, the snapshot size is estimated (primarily considering the memory file); second, the
algorithm checks available cache space and evicts the least recently used snapshots until sufficient
space is freed; third, the new snapshot is downloaded and recorded in the cache; finally, the usage
timestamp is updated to support future LRU decisions.

Although the current design uses a simple LRU approach, the policy can be extended in future work
to incorporate additional factors such as snapshot access frequency, usage trends, or predictive models
that anticipate future demand. These enhancements would enable more informed eviction decisions,

improving cache hit rates while maintaining efficient resource utilization.

41



Algorithm 4.3: Snapshot Cache Eviction and Storage Policy.

Input: New snapshot metadata S, cache capacity C (bytes)

Output: Snapshot S stored in local cache

begin

// 1. Estimate size of the new snapshot (primarily memory file)

size +— EstimateSnapshotSize(.S)

// 2. Check available space

while FreeSpace() < size do
// Evict least recently used snapshot
oldSnap +— GetLRUSnapshot()
DeleteSnapshotFiles(oldSnap)
UpdateNodeSnapshotCacheCRD(Remove=oldSnap)

// 3. Store the new snapshot

DownloadSnapshotFiles(S)
UpdateNodeSnapshotCacheCRD(Add=S)

// 4. Update usage timestamp for future LRU decisions
UpdateTimestamp(.S)
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This chapter bridges the gap between the proposed architecture and its practical realization. It
details the technical implementation of the solution, including the extension of the vHive platform to sup-
port remote snapshotting and other related optimizations. In total, the implementation involved adding/-
modifying approximately 4000 lines of code, configuration, and documentation, spread across multiple
repositories, including vHive, and firecracker itself. Key challenges encountered during the development
process are highlighted, along with the strategies employed to address them. By the end of this chapter,
readers will gain a clear understanding of how the conceptual design was translated into a functional

prototype within the vHive ecosystem.
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5.1 Extending firecracker-containerd for Snapshot Support

At the time this work was conducted, firecracker-containerd did not officially support the Firecracker
snapshotting API. This functionality was previously implemented by the vHive team through forks of

three Firecracker-related repositories:

« firecracker: Modified to add the container_snapshot_path parameter for loading snapshot re-
quests. This change addressed the non-deterministic nature of container snapshot paths, which
differ between snapshot creation and restoration. Since Firecracker does not allow renaming re-
sources during restore, the vHive implementation substituted the VM state path of the block device

with the new container snapshot path received from the LoadSnapshot request.

» firecracker-go-sdk: Extended to support the container_snapshot_path parameter, aligning with

the Firecracker base modifications.
« firecracker-containerd: Enhanced to enable Firecracker snapshot restore by introducing:

— A new CreateSnapshot request.

— Additional parameters for snapshot loading in the CreateVM request (snapshot loading is im-

plemented as a variant of VM creation with snapshot options).

For VMs created from a snapshot, container snapshot drives are already mounted, so drive mount

stubs and mounting logic were skipped.

These changes were implemented prior to this project by the vHive team and not as part of
this work. However, in the context of this work, adjustments were required to make these existing
capabilities compatible with the new architecture. For instance, in the Firecracker base repository, ad-
ditional logic was introduced to correctly handle container snapshot devices for the Stargz snapshotter,

specifically matching both "snap" and "ctrstub" device paths during snapshot restoration.

5.2 Stargz Snapshotter Integration

The implementation began with the addition of support for remote containerd snapshotters, specifically
integrating the Stargz snapshotter into vHive. This work is documented in PR #1091 and the associated
issue #1090.

Stargz is an optimized snapshotter for containerd that introduces lazy image loading, meaning con-
tainer images can start running before the entire image is downloaded. It uses a seekable compressed

format (stargz) that allows on-demand fetching of image layers, significantly reducing startup time for
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large container images—a feature particularly valuable in serverless and microVM-based environments
where cold-start latency is critical.

vHive did not support remote snapshotters such as stargz in conjunction with firecracker-containerd,
limiting its ability to leverage lazy image loading. While stargz was supported in standard Kubernetes
deployments, it was not integrated into vHive’s Firecracker-based container runtime.

To address this, the architecture described in the official firecracker-containerd documentation for
remote snapshotters (discussed in Section 2.2.3) was adopted. This required several components and

modifications to be introduced:

* New dependencies:
— http-address-resolver: A lightweight service that maps container namespaces to snap-
shotter addresses.
— demux-snapshotter: A proxy that intercepts snapshotter requests from containerd and routes
them to the correct remote snapshotter instance running inside the target microVM.

» Updated binaries:

— default-rootfs.img: Rebuilt to include Stargz.
— vmlinux-5.10.186: Updated kernel version with FUSE enabled.

— Firecracker binary: Upgraded to enable dynamic stub drive path updates.

To ensure reliability in this integration, a set of both unit and integration tests was also implemented.

5.3 Supporting Remote Snapshots

Following the addition of support for the Stargz snapshotter, the remote snapshot logic was implemented.
Initially, snapshot management was controlled via a simple boolean flag (-snapshots). This was re-
placed by a string-based enumeration, allowing users to explicitly choose among "disabled", "local",
and "remote" snapshot modes.

To implement remote storage, MinlO [83] was used as the S3-compatible solution. A MinlO instance
is deployed within the vHive Kubernetes cluster and serves as the remote store for snapshot metadata
and files.

Snapshot handling was modified to support the following workflow:

» During snapshot creation: After the snapshot is written to local disk, it is uploaded to MinlO for

remote availability.
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» During snapshot restoration: When a snapshot revision is requested, the orchestrator first
checks the local cache. If the required files are missing, it retrieves the snapshot metadata (info

file) from MinlO, followed by the associated memory, state, and container snapshot files.

For simple solutions, this MinlO instance is running on a single node; however, it can be easily scaled
and distributed across multiple nodes for a production-ready solution.

Again, a set of integration tests was added to test the remote snapshot integration.

5.4 Scheduler Extension for Cache-Aware VM Placement

To optimize snapshot distribution and reduce cold start latency, the default Kubernetes scheduler was ex-
tended with a snapshot-locality-aware scoring mechanism. This extension prioritizes nodes that already
cache the requested snapshot, minimizing remote fetch times and improving overall system responsive-

ness.

5.4.1 Defining the Snapshot Cache CRD

The first step is defining a Kubernetes CRD that tracks which snapshots are cached locally on each

node. The CRD schema specifies two main fields:
» nodeName: Identifies the node associated with this cache resource.
» snapshots[]: An array of snapshot revision identifiers currently stored in the local cache.

These fields provide a declarative view of cache state that is accessible through the Kubernetes API,
avoiding direct file system queries.

Listing 5.1 shows the CRD definition, which includes the OpenAPI schema to enforce structure.

Listing 5.1: Definition of the NodeSnapshotCache CustomResourceDefinition

1 apiVersion: apiextensions.k8s.io/vl

2 kind: CustomResourceDefinition

4 spec:

5

6 versions:

7 — name: vl
8

9 schema:
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10 openAPIV3Schema:

11 type: object

12 properties:

13 spec:

14 type: object

15 properties:

16 nodeName :

17 type: string

18 description: Name of the node where the snapshot cache resides.
19 snapshots:

20 type: array

21 description: List of locally cached snapshot revisions.
22 items:

23 type: string

24 required:

25 - nodeName

26 — snapshots

In parallel, the Go types for the CRD were generated using the Kubernetes code generation tools.
The snapshot manager was then modified to update the CRD whenever it commits or deletes a snap-

shot. This interaction was implemented using the Kubernetes Go API client.

5.4.2 Implementing the Scheduler Extender

To influence pod placement, a scheduler extender was implemented with support for the prioritize
phase only. During this phase, the extender scores each node based on whether it has the required
snapshot already cached.

The core logic is shown in Listing 5.2. It retrieves all nodes being considered for scheduling, checks
the corresponding NodeSnapshotCache resource, and awards an higher score if the snapshot is found

locally.

Listing 5.2: Simplified prioritize handler in the snapshot-locality scheduler extender

1 func (s »SnapshotLocalityExtender) prioritize(w http.ResponseWriter, r xhttp.Request) {

3 for _, node := range nodes.Items {

4 score := int64(0)

5 nodeCache := &k8s.NodeSnapshotCache{}

6 err := s.client.Get (r.Context (), client.ObjectKey{Name: node.Name}, nodeCache)
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7 if err == nil {

8 for _, cached := range nodeCache.Spec.Snapshots {
9 if cached == snapshotRevision {

10 score = 100 // Cache hit

11 break

12 }

13 }

14 }

15 hostPriorities = append(hostPriorities, schedulerapi.HostPriority{
16 Host: node.Name,

17 Score: score,

18 })

19 }

20

21}

This method ensures that pod scheduling is skewed toward nodes with warm caches, thus signifi-
cantly reducing initialization latency in a serverless context.

Finally, the cluster setup scripts were extended to deploy the snapshot-locality scheduler and register
the extender. The Kubernetes scheduler configuration includes a reference to the extender’s service

endpoint and scoring method, as shown in Listing 5.3.

Listing 5.3: Kubernetes scheduler configuration with snapshot-locality extender

1 apiVersion: kubescheduler.config.k8s.io/v1l

2 kind: KubeSchedulerConfiguration

3 profiles:

4 — schedulerName: snapshot-locality-scheduler

5 extenders:

6 - urlPrefix: "http://snapshot-locality-extender.kube-system.svc.cluster.local:8080"
7 prioritizeVerb: "prioritize"

8 weight: 100

9 nodeCacheCapable: false

This configuration ensures that the extender is invoked for each scheduling decision, augmenting the
default scheduler’s scoring logic without modifying its core behavior.
In summary, this scheduler extension integrates tightly with the snapshot caching layer to provide

low-latency, locality-aware VM placement across the cluster.
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This chapter presents a comprehensive evaluation of the system, focusing on performance. It begins
by outlining the evaluation goals and defining the key metrics used to assess the system. The exper-
imental setup and selected benchmarks are then described to provide context for the testing process.
Finally, the results of the experiments are presented and analyzed, followed by a discussion addressing

the system’s effectiveness, trade-offs, and limitations.

6.1 Goals

Numerous evaluation criteria are available for assessing modern serverless platforms. This evaluation

concentrates on three primary objectives:
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» Measure the effectiveness of the remote snapshot system in reducing cold start latency
without caching. This establishes a baseline understanding of the performance impact of retriev-
ing snapshots directly from remote storage, and compares it against both the baseline vHive (no
snapshots) and vHive with local snapshots. The expectation is that even without caching, remote

snapshots may still offer faster startup than initializing a fresh instance.

» Evaluate the benefits of caching remote snhapshots locally. Once a remote snapshot has
been retrieved and cached on a node, subsequent cold starts for the same function should avoid
repeated remote fetches. This goal focuses on quantifying the performance improvement from
caching and determining how much it narrows the gap between local and remote snapshot sys-

tems.

+ Evaluate the impact of introducing shapshot-aware scheduling. This will be assessed against
vHive with both local and remote snapshots, but without the enhanced scheduler. The hypothesis
is that the snapshot-aware scheduling approach will effectively reduce cold start times and mitigate
fetching latency by preferentially scheduling functions on nodes where the relevant snapshots are

already available locally.

The evaluation compares the enhanced vHive system with remote snapshots against two alternative
configurations: the baseline system with local snapshots and a version of vHive without snapshotting.
This comparison highlights the benefits introduced by remote snapshot orchestration. In addition, the

impact of using the stargz snapshotter instead of devmapper is analyzed.

6.2 Metrics

To evaluate these goals, the metric used was initialization latency (Unit: milliseconds, ms), which was
captured and analyzed under different conditions. Initialization latency is defined as the time between
when an invocation is registered in the system and when the function code begins execution. This metric
was chosen instead of overall response time because the latter is influenced by additional factors such
as Kubernetes readiness probes, namespace creation, and the function’s actual execution time. By

excluding these factors, initialization latency isolates the startup overhead.

6.3 Experimental Setup

Experiments were conducted on the CloudLab [84] platform using a controlled environment with uniform
hardware configurations for worker nodes. Table 6.1 summarizes the hardware and software specifica-

tions used for each node in the cluster.
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[ Component | Specification |

CPU Model Intel Xeon Silver 4114 Deca-core 2.20 GHz
CPU Cores 10 physical cores, 20 threads
Memory 64 GB DDR4
Architecture x86_64
OS Image Ubuntu 24.04

Table 6.1: Node Configuration Used in Experiments (CloudLab c220g5).

The evaluation was performed on a Kubernetes cluster consisting of four nodes: a master node,
a loader node responsible for invoking functions, and two worker nodes executing the functions. To
support remote snapshot storage, a Kubernetes deployment of MinlO was installed within the cluster,

providing object storage services required by the system.

6.3.1 Evaluation Tools

The evaluation was conducted using a combination of small-scale experiments and large-scale trace-
driven workloads. Initially, smaller and more controlled experiments were executed by invoking the vHive
orchestrator directly. These experiments served two purposes: first, to obtain preliminary performance
results before running full-scale traces, and second, to enable a more fine-grained analysis of individual
function invocations.

For large-scale evaluation under realistic conditions, In-Vitro [85] was used, a set of tools for analyz-
ing the performance of serverless cluster deployments designed to simulate data-intensive workloads.
In-Vitro comprises two components: the sampler, which generates representative workload summaries
based on production traces, and the loader, which reconstructs invocation traffic from a given trace
and directs it toward functions deployed in the target serverless cluster. In-Vitro also supports vSwarm
benchmarks. Its seamless integration with the vHive ecosystem makes it particularly well-suited for eval-
uating the performance of the proposed system. To enable evaluation of remote snapshot orchestration

and the custom scheduler, In-Vitro was extended by modifying its configuration and setup scripts.

6.3.2 Benchmarks

The evaluation employed a trace containing four functions with distinct behaviors: three triggered by
queues and one triggered by a timer. The trace duration was 30 minutes, resulting in a total of 60
invocations (15 invocations per function).

The trace pattern alternates one minute of function invocations followed by one minute of inactivity,
repeating this cycle. Given the default scale-down period of one minute, spacing invocations with a

minute (e.g., 1,0,1,0,...) effectively triggers cold starts for each invocation.
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Table 6.2: Average cold start latencies (ms) across snapshotters and configurations. Each value is the mean of 15
cold-start invocations.

Snapshotter No Snapshots Local Snapshots Remote Snapshots (no cache)

Devmapper 2507 355 N/A
Stargz 6698 197 757

6.4 Experiments

This section presents the experiments conducted to evaluate the proposed system. The evaluation is
structured to progressively analyze the system’s contributions: (i) the benefit of remote snapshots over
local snapshots and no snapshots, and (ii) the impact of the snapshot-aware scheduling policy. The
goals and metrics are described in Section 6.1 and Section 6.2, and the experimental setup is outlined

in Section 6.3.

6.4.1 Controlled Snapshot Performance Experiments

Before running large-scale trace-driven experiments, a set of smaller, controlled measurements was
performed by invoking the vHive orchestrator directly. These controlled experiments had two goals: (i)
to produce early, micro-level evidence about the benefits and costs of snapshotting, and (ii) to enable
a fine-grained analysis of the startup path (for example, separating VM restoration from remote fetch
time). All latency values reported for the controlled experiments are averages of 15 independent cold-
start invocations for each configuration.

Table 6.2 summarizes the average cold-start latencies measured for each snapshotter and configu-
ration. Note that remote snapshots were not implemented for the devmapper snapshotter in the system
(marked as N/A). This limitation was one of the motivations for adopting stargz for the full remote-

shapshot implementation.

Key observations and interpretation

+ What the numbers mean. Each entry in Table 6.2 is the average end-to-end cold-start latency
measured for the named snapshotter and snapshotting mode. For example, “Stargz — Remote
Snapshots = 757 ms” means that with the stargz snapshotter and the prototype remote-snapshot

retrieval enabled, the average cold-start latency across 15 independent cold starts was 757 ms.

« Devmapper vs. stargz (no-snapshot baseline). The “no snapshots” baseline is substantially
slower on stargz (6698 ms) than on devmapper (2507 ms). Intuitively, stargz would be expected
to perform equally or faster due to lazy pulling; however, in the system setup, the stargz baseline

exhibited significant additional overhead. Possible (non-exclusive) explanations include additional
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components in the system setup, extra resolution or initialization steps introduced by the stargz
stack, or configuration-specific overheads in the testbed. The precise cause of the slower perfor-
mance in the plain (“vanilla”) stargz path is unknown and would require further root-cause profiling

to confirm.

» Local snhapshots: large improvements. With local snapshots, both snapshotters show dramatic

reductions in cold-start latency compared to their vanilla baselines. Specifically:

— Devmapper: 2507 ms — 355ms, an =~ 85.8% improvement.

— Stargz: 6698 ms — 197 ms, an ~ 97.1% improvement.

Interestingly, stargz is faster than devmapper in the local case, although the reason for this differ-

ence is unclear from the experiments.

* Remote snapshots: substantial but fetch-limited improvements. For stargz, remote snap-
shots reduce latency from 6698 ms — 757 ms, an = 88.7% improvement over vanilla. However,
roughly

556.6

e ~ 73.5%

of the remote-snapshot time is spent fetching data from MinlO, showing that network/storage trans-
fer dominates. As a result, remote snapshots are slower than local snapshots, but still far outper-

form the vanilla baseline.

The controlled measurements therefore establish three important micro-level facts: (i) snapshotting
dramatically reduces cold-start latency when snapshots are local (up to ~ 97% reduction with stargz);
(i) the snapshotter implementation and configuration materially affect both baseline and snapshot re-
store times; and (iii) remote snapshotting provides significant improvements (nearly 89% vs. vanilla), but
its performance is limited by backend transfer latency, explaining why it is significantly slower than local

snapshotting.

6.4.2 Remote vs Local Snapshot Performance

To validate the findings under realistic conditions, large-scale experiments were conducted using In-
Vitro. These experiments compared four configurations: (a) the baseline without snapshots (Vanilla),
(b) local snapshots, (c) remote snapshots without caching, and (d) remote snapshots with caching. The
inclusion of the no-cache variant reflects an environment where local disk capacity is limited and caching
is not feasible.

The expectation is that remote snapshots achieve performance similar to local snapshots. Although

retrieving a remote snapshot introduces additional latency, this overhead should occur only during the
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Figure 6.1: Box plots showing cold start initialization latency distributions for baseline vHive (no snapshots), local
shapshots, remote snapshots (no cache), and remote snapshots (cached).

initial fetch on a given worker node, after which the snapshot remains cached locally. Furthermore, this
one-time fetch latency is expected to be lower than the latency incurred when starting a fresh VM without
snapshots.

As shown in Figure 6.1, all snapshot-based configurations reduce cold start latency compared to the
baseline. The average initialization latency for the baseline is approximately 5398 ms. Local snapshots
reduce this to around 2317 ms, corresponding to a 2.33x speedup. Remote snapshots without caching
achieve an average latency of 4541 ms (1.19x speedup), while remote snapshots with caching provide
the best performance among these configurations at approximately 2088 ms (2.58 x speedup).

Remote snapshots without caching still outperform the baseline by avoiding full VM boot, but they
suffer from higher tail latency and increased variability compared to cached snapshots. Caching plays a
critical role in minimizing remote fetch overhead and ensuring predictable performance.

Outliers in the baseline configuration exhibit significantly higher latency spikes, reflecting the unpre-
dictability of cold starts without snapshots. Snapshot-based strategies reduce both median latency and
the spread of values, although the no-cache remote snapshots show greater variance than cached ones.

Figure 6.2 further illustrates tail latency behavior across configurations. Both local snapshots and
cached remote snapshots substantially reduce P90—P99 latencies compared to the baseline. Remote

snapshots without caching, however, exhibit higher tail latencies, highlighting the negative impact of

54



14k ) )
Configuration

Vanilla
12k Remote Snapshots (No Cache)
Local Snapshots

Remote Snapshots (Cached)
10k

8k

6k

Initialization Time (ms)

4k

2k

P50 P90 P95 P99

Percentile

Figure 6.2: Tail latency analysis (P50, P90, P95, and P99) of cold start initialization times across snapshot strate-
gies.

repeated remote fetches under load.

In summary, remote snapshots with caching achieve the best balance between latency reduction
and flexibility, enabling cross-node snapshot sharing while delivering performance comparable to local
snapshots. Without caching, remote snapshots provide only limited benefits and are less suitable for

latency-sensitive environments without local storage availability.

6.4.3 Impact of Snapshot-Aware Scheduling

This experiment evaluates the performance benefit of enabling the snapshot-aware scheduler in con-
junction with remote snapshots. The expectation is that the snapshot-aware scheduling will have similar,
and potentially better, performance than the regular scheduler, since it mitigates the fetching latency.

Figure 6.3 shows that the snapshot-aware scheduler reduces cold start latency compared to the de-
fault scheduler when both employ remote snapshots. The average initialization latency decreases from
approximately 2088 ms to 2078 ms, indicating that cache-aware scheduling further optimizes startup
times by placing functions on nodes with relevant snapshots already cached.

As illustrated in Figure 6.4, the snapshot-aware scheduler narrows the latency distribution and re-

duces tail latencies, improving both the consistency and predictability of cold starts. By considering
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Figure 6.3: Box plots comparing initialization latency distributions between the default scheduler and the snapshot-
aware scheduler under the remote snapshot configuration. The snapshot-aware scheduler leverages
snapshot cache locality to optimize function placement and reduce cold start latency.

snapshot cache locality, the scheduler effectively minimizes overhead caused by fetching snapshots

remotely.

6.5 Discussion

The experimental results clearly demonstrate the advantages of remote snapshot orchestration and
snapshot-aware scheduling in reducing cold start latencies in serverless environments.

Figure 6.5 summarizes the cumulative performance benefits of the proposed system. The integration
of remote snapshots with caching and snapshot-aware scheduling achieves the lowest average initial-
ization latency (2078 ms) and reduces variability compared to all other configurations, demonstrating
the synergy between snapshot sharing and intelligent scheduling.

Remote snapshots with cache achieve more than a 2x reduction in initialization latency compared to
the baseline without snapshots, while maintaining competitive performance with local snapshots and en-
abling flexible snapshot sharing across nodes. This flexibility is crucial for scaling in distributed systems
where local snapshot availability may be limited.

The snapshot-aware scheduler further enhances performance by intelligently leveraging snapshot

cache locality, reducing both the average latency and its variance. This results in more predictable cold
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Figure 6.4: Violin plots showing the full distribution of cold start initialization latencies under the default and
shapshot-aware schedulers. The snapshot-aware scheduler not only reduces median latency but also
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start behavior, which is vital for meeting quality-of-service requirements in production deployments.
Overall, the combined system not only improves average initialization times but also significantly
reduces tail latencies, addressing both the efficiency and reliability challenges of cold starts. These
findings validate the design choices of the remote snapshot orchestration framework and underscore
the importance of scheduling policies that are aware of snapshot placement.
Future work could explore adaptive scheduling heuristics that dynamically learn snapshot usage

patterns and integrate them with workload forecasting to further optimize cold start performance.
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This chapter recaps the core contributions and findings of the work presented. It reflects on the
effectiveness of the implemented solution, emphasizing the outcomes observed through evaluation.
Additionally, it acknowledges current limitations and outlines potential directions for future research and

system enhancements.

7.1 Conclusions

This work explored cloud computing with a focus on the FaaS programming model, identifying cold start
latency as a critical bottleneck impacting serverless platform responsiveness. After reviewing various
mitigation techniques, snapshotting emerged as the most promising approach to address cold start
delays. However, existing state-of-the-art solutions suffer from challenges related to scalability, storage

efficiency, and snapshot distribution overhead.
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To address these limitations, a snapshot orchestration system tailored for distributed serverless envi-
ronments was proposed. Built on the vHive platform, the system combines remote snapshot storage, lo-
cal caching, and snapshot-aware scheduling to enable efficient snapshot sharing and restoration across
worker nodes.

This system facilitates efficient sharing and restoration of snapshots across worker nodes within a
distributed deployment. A centralized remote snapshot store separates snapshot creation from access,
while local caching minimizes redundant data transfers and reduces fetch latency.

Additionally, a snapshot-aware scheduler was introduced to reduce cold start latency by directing in-
vocations to nodes with the required snapshot cached locally. This combined orchestration and schedul-
ing strategy effectively balances performance improvements with resource efficiency.

Experimental evaluation demonstrated that remote snapshot orchestration reduces cold start latency
by approximately 61.3% compared to the baseline without snapshots, decreasing average initialization
time from 5398 ms to 2078 ms, and achieves slightly better performance than local snapshots. Integra-
tion with the snapshot-aware scheduler further reduces cold start latency compared to remote snapshots
with the default scheduler, lowering the average initialization time to 2078 ms. This highlights the com-
bined benefit of snapshot orchestration and intelligent scheduling.

These results validate snapshot orchestration as a scalable, effective strategy for minimizing cold

start overhead in modern serverless platforms while maintaining efficient resource utilization.

7.2 Limitations and Future Work

While the proposed system addresses key performance bottlenecks in FaaS cold starts, several limita-
tions remain.

First, prior work [10,11] has shown that function invocations often exhibit temporal and spatial locality,
making them amenable to prediction. This opens the opportunity for integrating predictive prefetching
techniques that proactively load snapshots into a node’s local cache before they are needed, thereby
reducing cold start latency caused by on-demand snapshot retrieval.

Second, storage optimization techniques such as deduplication and compression were not imple-
mented in the current system but represent promising avenues for future enhancement. By identifying
and eliminating redundant data across snapshots, deduplication can significantly reduce storage foot-
print and network transfer overhead. Compression techniques can further decrease the size of stored
shapshots, improving storage efficiency and reducing snapshot fetch latency. Integrating these opti-
mizations would contribute to better scalability and resource utilization, particularly in large-scale de-
ployments with numerous and frequently updated snapshots.

Moreover, the current system implements only a basic snapshot eviction strategy, and comprehen-
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sive lifecycle management is still lacking. As snapshots accumulate over time, both remote and local
storage risk becoming congested with outdated or infrequently accessed snapshots. While the existing
approach uses a simple policy to reclaim space, future work could explore more sophisticated eviction
mechanisms that account for additional factors such as usage frequency trends, temporal access pat-
terns, and workload periodicity. Such enhancements would improve cache efficiency and ensure that
storage resources are used optimally.

Finally, the current design relies on a centralized remote storage system, which may present scalabil-
ity or availability bottlenecks in larger clusters. Future work could explore decentralized or hybrid models
that incorporate Peer-to-Peer (P2P) snapshot sharing among nodes. Such designs could reduce latency,
distribute load more evenly, and improve fault tolerance, especially in edge or geographically distributed
deployments.

Addressing these limitations would enhance the robustness, scalability, and adaptability of the pro-

posed system in real-world serverless environments.
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